Valkyrie Mobile Device Management

1. Before setting up Valkyrie email on your cell phone, verify your device meets the following
requirements:

e Has at least a 6-digit unlock passcode enabled

e Is encrypted (applicable for Android devices)
e Is not jailbroken

2. Once verified, download the “Intune Company Portal” and “Microsoft Outlook” apps. The app
icons are shown below.

“H

Comp Portal Outlook

3. Once the apps are downloaded, open the “Comp Portal”. You will be shown a blank sign in
window. Enter your Valkyrie email address (firstname.lastname@valkyrie.com).

Cancel

Microsoft Intune

B Microsoft

Sign in

Email or phone

Can't access your account?

Sign in from another device




4. You will then need to sign in with your Valkyrie 16+ character domain/email password followed
by your multifactor authentication (MFA) passcode.

Cancel

Valkyrie

Sign in with your organizational account

@valkyrie.com

This site is for the use of Valkyrie Enterprises
employees only.

Cancel

Valk yrie

Welcome VALKYRIE\

For security reasons, we require additional information
to verify your account

gemalto’

security te

Passcode:

Copyrighl © 2016. Gemallo Inc. All Rights Reserved.

If you have a physical token, enter your 4-digit pin
followed by the 6-digit code that the token
displays.

If you have the MobilePass app, enter the 6-digit
code that the app generates.




5. After it loads the company resources, you will have to select “Begin” and go through the
enrollment process. See screenshots below.

Loading company resources...

Valkyrie Enterprises, LLC

Set up Valkyrie Enterprises,
LLC access

Set up your device to access your email,

devices, Wi-Fi, and apps for work.

(1 Review privacy information
Download management profile
Install management profile

(@) Update device settings




< Back

Device management and
your privacy

Here is what Valkyrie Enterprises, LLC can
and cannot see or do on your device.

N

» View browsing history on this device

- See your personal emails, documents, contacts,
or calendar

» Access your passwords

- View, edit or delete your photos

- See the location of a personal device

Continue




Valkyrie Enterprises, LLC

Set up Valkyrie Enterprises,
LLC access

Set up your device to access your email,
devices, Wi-Fi, and apps for work.

@ Review privacy information

é Download management profile
(-!D Install management profile

GID Update device settings

Continue




Cancel @ portal.manage.microso aA C,

Valkyrie Enterprises, LLC

Download management profile

This website is trying to download a
configuration profile. Do you want to
allow this?

—~ Allswar
gnore Allow




Profile Downloaded

Review the profile in Settings app if
you want to install it.




**STEPS #6, 7, AND 8 ARE FOR iPhones**
6. At this point, go into the “Settings” app. Leave the “Comp Portal” app running. Select “General”
> “Profile”.

. General
Settings
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iPhone Storage

Background App Refresh

Notifications
Date & Time

Sounds & Haptics

Keyboard

Do Not Disturb
Fonts

Screen Time .
Language & Region

Dictionary

General

Control Center VPN Not Connected

Display & Brightness Profile

7. Select the management profile shown in the list. Then select “Install”. You may be prompted to
enter your 6-digit phone unlock passcode.

Install Profile

Profile

Management Profile
DOWNLOADED PROFILE

Management Profile Signed by 10SProfileSigning.manage.microsoft.com

Description Install this profile to get access to your
company apps

Contains Device Enroliment Challenge

More Details




8. Then select “Install” > “Install” > “Trust”.

Warning

R CERTIFICATE

Installing the certificate "Microsoft Intune
Root Certification Authority” will add it to the
list of trusted certificates on your iPhone.

MOBILE DEVIC

Installing this profile will allow the
administrator at "https://
i.manage.microsoft.com/
DeviceGatewayProxy/ioshandler.ashx" to
remotely manage your iPhone.

The administrator may collect personal data,
add/remove accounts and restrictions, install,
manage, and list apps, and remotely erase
data on your iPhone.

Remote Management

Do you trust this profile’s source to
enroll your iPhone into remote
management?




9. Once that management profile is installed, return to the “Comp Portal” app and continue with
the enrollment process.

Cancel @& portal.manage.microso aA
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Download management profile

When prompted, select Allow to dov

After it downloads, select Done to continue.

Downloaded the management profile? C




Valkyrie Enterprises, LLC

Set up Valkyrie Enterprises,
LLC access

Set up your device to access your email,
devices, Wi-Fi, and apps for work.

@ Review privacy information
I
@ Download management profile

|

@ Install management profile
I

(@) Update device settings

Continue




Confirming device

settings...

This may take a few minutes. You can do other
things on your ice while Valkyrie Enterpr

Confirming device settings...




Valkyrie Enterprises, LLC

You're all set!

You should now have access to your emaill,
devices, Wi-Fi, and apps for work.

@ Review privacy information
I

© Download management profile
I

@ Install management profile

|
@ Update device settings




10. After you see the “You're all set!” window and select “Done”, you can close the Comp Portal app
and open Microsoft Outlook. It should already recognize your account and display your Valkyrie
email. Select “Add Account”. If you see the message “US government account detected” then it
added your account successfully. Select “OK” to close the app. When you reopen Microsoft
Outlook, your Inbox will be shown and you will be complete.

1 Account Found

@valkyrie.com
Office 365

US government
account detected
Please restart the app to continue.

OK




